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https://dmponline.dcc.ac.uk/about_us

https://enspire.science/wp-content/uploads/2021/09/Horizon-Europe-Data-Management-Plan-Template.pdf
https://dmponline.dcc.ac.uk/about_us
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Table 1: Instructions for uploading data to GoogleDrive and Zenodo. 
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https://zenodo.org/communities/soteria
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Figure 1: Process for uploading datasets.
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http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/oa_pilot/h2020-hi-oa-data-mgt_en.pdf
http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/oa_pilot/h2020-hi-oa-data-mgt_en.pdf
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http://help.zenodo.org/




Table 2: Expected datasets in SOTERIA 
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679


 

https://www.reading.ac.uk/internal/imps/DataProtection/DataProtectionRequirements/imps-d-p-photographic.aspx
https://www.reading.ac.uk/internal/imps/DataProtection/DataProtectionRequirements/imps-d-p-photographic.aspx


 



 



DATA PROCESSING AGREEMENT 

Between 

[ENTER DATA PROCESSOR], Company Reg. No. [xxx xxx xxx] (“the Data Processor”) 

and 

[ENTER CLIENT/PARTNER], Company Reg. No. [xxx xxx xxx] (“the Data Controller”) 

being an agreement regarding the processing of personal data (“the Agreement”) to be performed by 

the Data Processor on behalf of the Data Controller because of [ENTER BACKGROUND, e.g. 

agreement entered into with the Data Processor as the Supplier and the Data Controller as the Client 

dated [date] (“the Principal Agreement”)]. 

1. The purpose of the agreement 

The Data Processor shall process personal data on behalf of the Data Controller based on the 

background indicated above. 

The purpose of the data processing, the duration and nature of the processing, the type of personal data 

to be processed and the categories of registered individuals are specified in attachments to this 

Agreement. 

The Agreement shall ensure that personal data are processed in accordance with prevailing statutory 

requirements for processing personal data, including EU Directive 95/46/EF of 24 October 1995 on 

the protection of individuals relating to the processing of personal data and on the free movement of 

such data, which has been implemented in Norway through Act No. 31 of 14 April 2000 relating to the 

processing of personal data (the Personal Data Act) and associated statutory regulations, as well as the 

requirements pursuant to decree of the European Parliament and Council relating to the protection of 

individuals with regard to the processing of personal data and on the free movement of such data, 

superseding on 27 April 2016 Directive 95/46/EF (the Data Protection Directive), and Norwegian law 

and associated statutory regulations adopted pursuant to the Data Protection Directive and replacing 

the Norwegian Personal Data Act. Both the current and the subsequent Personal Data Act are referred 

to below as “the Personal Data Act”. 

The Data Processor shall process the personal data as described in the Agreement, and in other ways 

as may be agreed in writing between the Data Processor and the Data Controller. 

Terms and definitions used in the Agreement shall be construed in the same way as in the Personal 

Data Act. 

2. The rights and obligations of the Data Controller. The obligations of the Data Processor 

The Data Controller shall ensure that the relevant personal data can be processed. Specifically, Data 

Controllers shall ensure that adequate legal authority exists and that the agreements entered into with 

the registered individuals and any consents given are commensurate with and facilitate the processing 

of personal data as specified in Attachment 1. 



The Data Processor confirms that it will implement suitable technical and organisational measures to 

ensure that all processing pursuant to this Agreement satisfies the requirements of the Personal Data 

Act with respect to the protection of the rights of the registered individual, as well as complying with 

all the requirements of UArticle 32U of the Data Protection Directive. See also Section 4 for additional 

obligations. The Data Controller shall at all times maintain full legal ownership of the personal data. 

The Data Processor shall only process personal data based on written instructions received from the 

Data Controller. The Data Processor shall always be able to provide documentation of such 

instructions. The Data Processor shall not process personal data to which it obtains access in any other 

manner than is necessary to carry out the assignments it receives from the Data Controller. 

The Data Processor shall assist the Data Controller in responding to requests submitted by a registered 

individual wishing to exercise his or her rights pursuant to Chapter III of the Data Protection 

Directive, considering the nature of the processing, also assisting as far as possible by way of suitable 

technical and organisational measures. The Data Processor shall also assist the Data Controller by 

ensuring compliance with the requirements connected with personal data security and the assessment 

of the consequences for personal protection and prior consultation in Articles 32 to 36, taking into 

account the nature of the processing and the information available to the Data Processor. If approved 

standards of conduct exist, pursuant to Article 40 of the Data Protection Directive or approved 

certification pursuant to Article 42, with which the Data Processor has undertaken to comply or 

according to which it has undertaken to be certified, the Data Processor is obliged to comply with said 

standards of conduct or certification requirements. 

The Data Processor shall maintain a log of processing activities it carries out on behalf of the Data 

Controller, which shall include at least the information specified by Article 30 of the Data Protection 

Directive. The Data Controller may at any time demand to be provided with a copy of such log. 

The Data Processor shall make available to the Data Controller any information necessary to 

demonstrate that the obligations specified in this Section 2 are fulfilled, as well as facilitating and 

contributing to audits, including inspections, performed by the Data Controller or any other inspector 

authorised by the Data Controller. This also applies to providing access to security documentation. 

The Data Controller itself has direct responsibility for liaison with the relevant supervisory authorities. 

The Data Processor has an obligation of secrecy with regard to personal data to which it obtains access 

as a consequence of the Agreement and its processing of personal data and shall ensure that persons 

authorised to process the personal data have undertaken to do so confidentially or are subject to 

appropriate statutory professional confidentiality. This provision applies also after the expiry of the 

Agreement. 

The Data Processor shall not divulge data or information that it processes on behalf of the Data 

Controller to third parties without explicit instructions from the Data Controller. The Data Processor 

shall forward any enquiries received in this respect to the Data Controller without undue delay. 

If the Data Processor is of the opinion that an instruction from the Data Controller conflicts with the 

Data Protection Directive, the Personal Data Act or any other regulation regarding the processing of 

personal data, the Data Processor shall immediately inform the Data Controller of this. The Data 

Processor undertakes to discharge its obligations pursuant to the Agreement irrespective of its opinion. 

 

https://min.rettsdata.no/redirect/gEUz2DCRz2D679z2F2016z2DART32
https://min.rettsdata.no/redirect/gEUz2DCRz2D679z2F2016z2DART32
https://min.rettsdata.no/redirect/gEUz2DCRz2D679z2F2016z2DART36
https://min.rettsdata.no/redirect/gEUz2DCRz2D679z2F2016z2DART40
https://min.rettsdata.no/redirect/gEUz2DCRz2D679z2F2016z2DART42
https://min.rettsdata.no/redirect/gEUz2DCRz2D679z2F2016z2DART30


 

3. The use of sub-vendors 

When processing personal data, the Data Processor shall only use sub-vendors (data processing sub-

vendors) which have been approved in writing by the Data Controller and which have been confirmed 

as implementing suitable technical and organisational measures to ensure that processing pursuant to 

this Agreement complies with the requirements of the Personal Data Act and the need to protect the 

rights of registered individuals. 

Approved data processing sub-vendors at the time of entry into the Agreement are specified in an 

attachment to the Agreement. 

The Data Controller grants the Data Processor general permission to use data processing sub-vendors 

to process personal data pursuant to the Agreement. If the Data Processor plans to use other data 

processing sub-vendors or substitute other data processing sub-vendors, the Data Processor shall 

inform the Data Controller of such plans and give the Data Controller an opportunity to oppose such 

changes. 

Any data processing sub-vendor shall be made familiar with the obligations of the Data Processor 

pursuant to this Agreement and with the regulations governing the processing of the Data Controller’s 

personal data and shall be subject to the same obligations regarding the protection of personal data as 

are stipulated in the Agreement. The data processing sub-vendor shall furnish adequate guarantees that 

technical and organisational measures will be adopted to ensure that its processing complies with 

statutory requirements. If a data processing sub-vendor fails to satisfy its obligations regarding the 

protection of personal data and the requirements of the Agreement, the Data Processor shall assume 

full responsibility vis-à-vis the Data Controller for the sub-vendor’s failure to satisfy those obligations. 

4. Security and non-conformances 

The Data Processor shall satisfy the requirements regarding security measures as specified by the 

Personal Data Act and associated statutory regulations. The Data Processor shall be able to document 

its procedures and other initiatives for satisfying these requirements. The documentation shall be made 

available to the Data Controller on request. 

Security audits shall be carried out regularly at times agreed by the parties to the Agreement. An audit 

may embrace a review of procedures, random inspections, more comprehensive local inspections, and 

other appropriate verification measures. Agreement shall be reached regarding the Data Controller’s 

obligation to cover the cost of any use of personnel and resources necessary in connection with the 

performance of such audits. 

In the event of breach of security or personal protection stipulations, the Data Processor shall notify 

the Data Controller without undue delay. Such notification shall include at least the following: 

1. A description of the nature of the breach of personal data security, including, wherever possible, 

the categories and approximate number of registered individuals affected, and the categories and 

approximate number of personal data records affected, 

2. the name and contact details of the personal protection advisor or any other contact site at which 

additional information may be obtained, 



3. a description of the probable consequences of the breach of personal data security, 

4. a description of the measures taken or proposed to handle the breach, including where relevant 

measures for reducing any adverse effects resulting from the breach. 

If all the information cannot be provided in the first instance, it shall be provided successively as soon 

as it becomes available. 

The Data Controller is responsible for submitting notification to the supervisory authority and the Data 

Processor shall not submit such notification nor contact the supervisory authority unless instructed to 

do so by the Data Controller. 

5. Transfer of data to foreign countries 

Personal data shall only be transmitted to third countries outside the EU or EEA according to 

instructions from the Data Controller. The Data Processor shall therefore not transmit or allow parties 

in third countries in any way to obtain access to, personal data without explicit prior approval and 

instructions to this effect from the Data Controller. Consent and instructions must specify the countries 

to which the information may be transmitted. Even with consent and instructions, transfer to third 

countries shall only take place on condition that the requirements regarding security and the protection 

of the rights of the registered individuals pursuant to the Personal Data Act and other rules are 

satisfied. 

6. The duration of the Agreement, termination orders, obligations in the event of expiry or 

cancellation 

The Agreement is valid if the Data Processor processes or has access to personal data on behalf of the 

Data Controller pursuant to the Principal Agreement. 

In the event of breach of this Agreement, the Personal Data Act or other relevant rules, the Data 

Controller is entitled to order the Data Processor to cease processing of the information with 

immediate effect. 

On completion of the services connected with processing, the Data Processor shall, as instructed by 

the Data Controller, delete, or return any personal data to the Data Controller and delete all existing 

copies unless required by law to continue to store the personal data. This also applies to any back-up 

copies, where it is enough to overwrite according to established routines for back-up creation. 

The Data Controller shall receive written confirmation from the Data Processor that all personal data 

have been returned or deleted according to the instructions of the Data Controller, and that the Data 

Processor has not retained copies, printouts, or personal data in any other form. 

7. Other obligations and rights 

Other obligations and rights ensue from the Principal Agreement between the Data Processor and the 

Data Controller regarding the services that necessitate the processing of personal data, and from this 

Agreement. The same contact representatives will serve in connection with this Agreement as for the 

Principal Agreement. 



This Agreement shall not expand the Data Controller’s right to impose sanctions, including the Data 

Processor’s liability for damages, beyond the rights pursuant to the Principal Agreement. 

In the event of conveyance of the Principal Agreement to other parties, this Agreement shall be 

conveyed correspondingly. 

 

________. _______________ 2025 

 

The Data Processor The Data Controller 

_______________________ _______________________ 

NAME NAME 

 

Two original copies of this Agreement have been prepared, of which each party has received one. 



Attachments 

The purpose of processing 

[The purpose and intention of the processing shall be entered here.] 

The duration of the processing 

[Enter the length of time the processing shall take. If the processing is according to an agreement 

between the parties, the duration shall be expressed as “The processing shall last for as long as the 

Data Processor provides services to the Data Controller pursuant to the Principal Agreement.] 

The nature of the processing 

[Specify here what the processing consists of, for example, “Storage of personal data” or whatever 

circumstances necessitate the processing pursuant to the Principal Agreement.] 

Types of personal data to be processed 

The following types of personal data shall be processed pursuant to the Agreement: 

[Enter the type of personal data, e.g. personal name, e-mail address, telephone number, etc. It is not 

necessary to give details of the information to be processed, only the type of information.] 

Categories of registered individuals 

[Specify categories of registered individuals, such as employees, clients, etc.] 

Data processing sub-vendors at the time of entry into the Agreement 

[Specify data processing sub-vendors and countries in which the data will be processed] 
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